
Alert:
Spoof Calls Impersonating Bank 
Employees 

Spoof Calls are targeting customers in the area using these types of conversations:

“We have a check here that you wrote but it doesn’t have a signature. Can you log into ‘auth-
fsbbank.com’ so we can review it together?”

“We have some questions about your ACH activity. Please use your bank credentials to log in at 
‘auth-fsbbank.com.’”

“We have some charges that are trying to process on your account. If they are not your charges, 
please log in to the website ‘auth-fsbbank.com.’ I am sending you a one-time passcode, give it 
to me when you receive it. I will speak to a branch manager for you, no need to reach out to 
anyone else.”

First State Bank...

will NEVER have these kinds of conversations with you. 
will NEVER ask you to log into any website other than “BankFSB.com”
will NEVER ask you share a one-time passcode.
will NEVER insist that you stay on the phone.

If you ever feel uneasy, please hang up and call us directly, using your keypad, at 903-676-1900 or visit 
one of our branches.


